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2 Get-About -Name “Ricardo Cabral"

« |T Manager at Globaltemp

« Degree in Computer Engineering

« Actively participating, volunteering and/or speaking Portuguese
community meetings (Azure PT, Arduino Day, Cloud Pro PT, IT Pro
Portugal, Netponto, O365PT, PowerShell Portugal, PTJUG, SQLPort,
SQLSaturday Lisboa & Porto, Tuga IT, etc.)
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« Passionate and self-taught in information technology with over 13 \ Q-l‘:g
years’ of experience in IT management, development and projects. 1 (N
* Loves sharing, living and learning. :
9. Ving 9 Microsoft
CERTIFIED
Contacts: Solutions Associate
* rramoscabral@gmail.com Cloud Platform

« http://blog.rramoscabral.com
* Follow me @rrcabral
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2 \What is Windows PowerShell

®ls a product code for new Windows OS 7?

@ Mlicrosoft Definition

®@Windows PowerShell® is a task-based command-line shell and scripting
language designed especially for system administration. Built on the .NET
Framework, Windows PowerShell helps IT professionals and power users
control and automate the administration of the Windows operating system
and applications that run on Windows.
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2 PowerShell Architecture

. .
Windows Management Instrumentation (WMI)
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Wmdows Management Framework (WMF) 5.0

Windows PowerShell * Windows PowerShell Web Services
«  Windows PowerShell Desired State Configuration (DSC) (Management OData IIS Extension)
+  Windows PowerShell Integrated Script Environment (ISE) ¢ Software Inventory Logging (SIL)
« Windows Remote Management (WinRM) « Server Manager CIM Provider

«  Windows Management Instrumentation (WMI)

Windows Server 2012 and R2, Windows Server 2008 SP1 and R2, Windows 8 and 8.1,
Windows 7 SP1

Windows Management Framework (WMF) 5.1

* Require the .Net Framework 4.5.2

* New cmdlets example local users and groups (Get-Computerinfo)

« PackageManagement added support for Containers, CBS Setup, EXE-based setup, CAB packages
« Security enhancements including enforcement

Windows Server 2016, Windows Server 2012 and R2, Windows Server 2008 R2, Windows 10, Windows 8 and 8.1,
Windows 7 SP1
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WMF 2.0 WMF 3.0 WMF 4.0 WMF 5.0 WMF 5.1

Windows XP SIM NAO NAO NAO NAO
Windows Server 2003 SIM NAO NAO NAO NAO
Windows Vista SIM NAO NAO NAO NAO
Windows 7 SP1 SIM SIM SIM SIM SIM

Windows Server 2008 SP2 SIM
SIM (Expecto NAO NAO NAO

IAG4)

Windows Server 2008 R2 SIM
SP1 SIM (Expecto SIM SIM SIM

IA64)
Windows 8 SIM SIM SIM SIM SIM
Windows 8.1 SIM SIM SIM SIM SIM
Windows Server 2012 SP1 SIM SIM SIM SIM SIM
Windows Server 2012 R2 SIM SIM SIM SIM SIM
Windows 10 SIM SIM SIM SIM SIM
Windows Server 2016 SIM SIM SIM SIM SIM
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View PowerShell Version
$PSVersionTable.PSVersion

Windows 10 version 1607 (Compilacion 14393.953)

Bl CAWINDOWS\system32hemd.exe - powershell

C:\»powershell
Windows PowerShell
Copyright (C) 2816 Microsoft Corporation. All rights reserved.

=

\» $PSVersionTable.PSVersion

Minor Build Revision
:\» $PSVersionTable

PSVersion

PSEdition
PSCompatibleVersions
BuildVersion

CLRVersion
WSManStackVersion
PSRemotingProtocolVersion
SerializationVersion
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2 \What are Cmdlets ?

® PowerShell Commands are called Cmdlets
® Is pronounced command-let (not CMD-let)

® Gets all commands

® Get-Command —Name <>
® Cmdlet Parameters

@ Authentication

©® Request

@ Session
® Cmdlet

Can use Unix commands

Alias
@ Get-Alias

® Help / Manual
® Get-Help / man

® ©
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Get-command | where name -Like "*azurerm*sql*" | Get-Help | Format-Table Name, Synopsis -AutoSize

PS CihUsershtigrux= Get-command | where name -Like "*azurerm*sql=" | Get-Help | Format-Table Name, Synopsis -AUTOSize

Name SYNopsis

Get-AzureRmsqlserverAuditingPolicy Gets the auditing policy of a SQL server.

New-AZ urevMsql ServerAutoBackupContig Creates a configuration object for S0L Server automatic backup.

New—-AzurevMsqlServerAutoPatchingConfig Creates a configuration object for automatic patching on a virtual machine.

New-AzurevMsql ServerkeyvaultCredentialConiig Creates a configuration object for S0L server key vault credential on a virtual machine.

Remove-AzureRmsqlserverauditing Removes the auditing of a SQL server.

Set-AzurefkmsqlServerAuditingPolicy Changes the auditing policy of a S0L Database serwver.

Use-Azurefmsql ServerAuditingPolicy cpecities that a database uses the auditing policy of its host server.

Add-AzureRmsqlDatabaseToFai loverGroup 1{Fi11 in the Synopsis}}

Add-azurefmsql serverkKeyvaultkey Adds a Key vault key to a SQL server.

Get-AzureRmsqlCapability Gets S0L Database capabilities for the currenmt subscription.

Get-Azureimsqlbatabase Gets one or more databases.

Get-AzureRmsqlDatabaseAactivity Gets the status of moving elastic databases.

Get-AzurefkmsqlDatabaseadvisor Gets one or more Advisors Tor an Azure SQL Database.

Get-AzurefmsqlDatabaseAuditingPolicy Gets the auditing policy of a database.

Get-AzurekmsqlDatabaseBackupLongTermRetentionPolicy Gets a database long term retention policy.

Get-AzurefkmsqlDatabasedataMaskingPolicy G@ets the data masking policy for a database.

Get-AzurefmsqlDatabasedataMaskingrRule Gets the data masking rules from a database.

Get-AzurekmsqlDatabaseExpanded Gets a database and its expanded property values.

Get-AzurefmsqlDatabaserai loveraroup 11Fi11 in the Synopsis}y

Get-AzurefkmsqlDatabaseGeoBackup Gets a geo-redundant backup of a database.

Get-AzureimsqlDatabaseceoBackupPolicy Gets a database geo backup policy.

Get-AzurefimsqlbatabaseImpor tEXportstatus G@ets the details of an import or export of an Azure SQL Database.

Get-AzurefkmsqlDatabaseIndexkecommendations Gets the recommended index operations for a server or database.

Get-AzurefmsqlbatabaseR ecommendedAction Gets one or more recommended actions Tor an Azure SQL Database Advisor.
L —F Mo ipatdngs e amn g L ] il e | LI RAERi—] Tl c L | il e Liweel] gl H = Datdapgace andg J -
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2 \/ariables

Naming
® Correct : $variable ;: $VARIABLE : $VaRiAbLE : $Variablel
® Incorrect : $v-1; $v 1

Text

® [byte] 8-bit unsigned character
® [char] 16-bit character
® [string] Fixed-length string of Unicode characters

Number

® [int] 32-bit signed integer

long] 64-bit signed integer

single] Single-precision 32-bit floating point number
[double] Double-precision 64-bit floating point number
decimal] A 128-bit decimal
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Others

‘bool] Boolean True/False value

DateTime] Date and Time

TimeSpan] Time interval

(Guid] Globally unique 32-byte identifier
HashTable] Hash table, collection of key-value pairs
[Regex] Regular expression

ONOCMONONONO,

Cmdlets

® View all variables: ‘Get-Childltem variable:’

® View only sistem variables: ‘Get-Childltem env:’

® Remove variable: Remove-Variable -Name <variable name without $>
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% Statements and Operators

Statements Operators
® If, else ® Equal to: -eq
® Switch ® Not equal to: -ne
® Do, while ® Greater-than: -gt
® For ® Greater-than or equal to: -ge
® Forkach ® Less-than: -It
® While ® Less-than or equal to: -le
® Match: -like
® Does not match: -notlike
® Matches a string: -match
® Does not match a string: -notmatch
@ Containment (Boolean): -contains
@ Does not containment (Boolean): -notcontains
® In operator (Boolean) : -in
® Does not in operator (Boolean) -notin
® Replace : -replace -
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2 Functions

function [<{scope:>]<name> [([type]$parameterl[,[type]fparameter2])]
i

param( [ type]$parameterl [,[type]$parameter2])

dynamicparam {<statement list>}

begin {<statement list>}

process {<statement list:>}

end {<statement list>}

I
1  function Get-05()
2 B4
3 Svstem. Environment O5Version
4 [}
>

P5 C:%\> Get-05

Platform ServicePack Version Versionstring

10.0.14393.0 Microsoft Windows NT 10.0.14393.0
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2 Modules

A module is a set of related Windows PowerShell functionalities, grouped
together as a convenient unit (usually saved in a single directory)

Cmdlets
® Search modules: Find-Module<module name>

@ Install Module: Install-Module <module name>

ssorpowershell Set—ExecutionPolicy RemoteSigned

Installing package *‘AzureRM’
Ingtalling dependent package °‘Azure.Storage’
[ 1

Installing package ‘Azure.Storage’
Downloaded 3.72 MB out of 5,38 MB.
[000000000000000000000000000000000000000000000000000000000000000000000000000 1

ou are installing the modules from an untrusted repository. If you trust this pepository, change its InstallationPolicy value by running the Set-PSRepository cmdlet.

fire you sure you want to install the modules from *‘P8Gallery’?
[¥1 Yes [A] Yes to A1l [NH] Ho I[L] Mo to A1l [S] Suspend [?7] Help (default iz "N">: A

® Import Module: Import-Module <module name>
® Uninstall Module : Uninstall-Module <module name>
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2 Great Things

@Open-Source (https://github.com/powershell)

@Editors

Alntellisense

®|SE Resources and Modules

@Remoting

@ Automoation

@PowerShell Desired State Configuration in Windows and Linux
®Can run in Linux (some distros) and Mac OSX support.
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2 Install PowerShell on Linux
@ Get the files! >_

® https://github.com/PowerShell/PowerShell/releases

@ RedHat family (RHEL, CentOS, etc.)

@ Download "*centos.x86 _64.rpm"
® "yum install /path/to/*.rpm"
® Pre-requisites installed automatically (7.2 anyway)

@ Debian family (Debian, Ubuntu, etc.)

@ Version dependent pre-requisites!
® Ubuntu 16.* [or 14.*]:

® "sudo apt-get install libunwind8 libicu55" [or "libicu52"]
® "sudo dpkg -1 /path/to/*.deb"
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Stop talking and run PowerShell !!!
We want action.



2 \Windows PowerShell Desired State
Configuration (DSC)

lats 30.3500m280360018,

sategories:
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2 Questions & Answers

WALLY, DID YOU
FINISH CODING THE
PAYWALL FOR OUR

WEBSITE?

Dilbert.com DilbertCartoonist@gmail.com

Image source: http://dilbert.com/strip/2011-05-11

I DID SOMETHING
BETTER. T WROTE A
SCRIPT TO DELETE
ANY NEW CONTENT
AS SOON AS IT'S
POSTED.

S-1I-11©@2011 Scott Adams, Inc. Dist. by Universal Uclick.

AT BONUS TIME, KEEP
IN MIND THAT YOURE
THE ONE WHO HAD THE
IDEA TO ELIMINATE
REVENUE, AND IT™ THE
ONE WHO LOWERED
HOSTING COSTS.

ALICE, T NEED YOU TO
GIVE A PRESENTATION
TO THE ENTIRE SALES
DIVISION.

Dilbert.com DilbertCartoonist@gmail.com

GAAA!l THE VERY
THOUGHT OF PUBLIC
| SPEAKING DEHYDRATES

Image source: http://dilbert.com/strip/2010-07-08
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v
MAYBE 1 SHOULD
FIND SOMEONE
MOISTER.

Our Disaster Recovery Plan
Goes Something Like This...




% Get-PorgramarSartuday -NextSessions

Event Suspend ("Almoco Livre")

fo e inscrigcdes
Event Break { )

Event.Extend ("Jantar”, ExtType . Optional)
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THANK YOU!
OBRIGADO!

Ricardo Cabral

rramoscabral@gmail.com - NN |

https://blog.rramoscabral.com \] - : ’

@rramoscabral M ”fg}é
% - :
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